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| Ethics In Information
- Technology, Second Edition

Chapter 4
Privacy



hat Is the right of privacy, and what is the basis for
rotecting personal privacy under the law? ’

“What are some of the laws that authorize electronic
surveillance by the government, and what are the
assoclated ethical issues?
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Objectives (continuéd5

Vhat is identity theft, and what technigues do
entity thieves use?

What are the various strategies for consumer
profiling and the associated ethical issues?

What must organizations do to treat consumer data
responsibly?
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Objectives (continuéidj

hy and how are employers increasingly using
orkplace monitoring?

What is spamming, and what ethical issues are
associated with its use?

What are the capabilities of advanced surveillance
technologies, and what ethical issues do they raise?
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Privacy Protection and the Law

ystems collect and store key data from every
nteraction with customers

' Many object to data collection policies of
government and business

Privacy

— Key concern of Internet users

— Top reason why nonusers still avoid the Internet
 Reasonable limits must be set

» Historical perspective on the right to privacy

— Fourth Amendment to the U.S. Constitution -
reasonable expectation of privacy

Ethics in Information Technology, Second Edition




The Right of Privacy

efinition
— “The right to be left alone”

- — "The right of individuals to control the collection and
use of information about themselves”

* |egal aspects

— Protection from unreasonable intrusion upon one’s
ISolation

— Protection from appropriation of one’s name or
likeness
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The Right of Privacy (Cont'inUed)u .

gal aspects

— Protection from unreasonable publicity given to
one’s private life

— Protection from publicity that unreasonably places
one in a false light before the public
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Privacy Protection

pt-out policy
— Assumes that consumers approve of companies
collecting and storing their personal information
— Requires consumers to actively opt out
— Favored by data collectors
~ » Opt-in policy
— Must obtain specific permission from consumers
before collecting any data
— Favored by consumers
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Summary of the 1980 OECD Privacy

| Guidelines

TABLE 4-1 Summary of the 1980 OECD privacy guidelines

Principle Guideline

Collection limitation Limit the collection of personal data. All such data must be obtained
lawfully and fairly with the subjeet’s consent and knowledge.

Data quality Personal data should be accurate, complete, current, and relevant to
the purpose for which it is used.

Purpose specification The purpose for which personal data is collected should be specified
and should not be changed.

Use limitation Personal data should not be used bevond the specified purpose with-
out a person’s consent or by authority of law.

Security safeguards Personal data should be protected against unauthorized access, modi-
fication, or disclosure.

Openness principle Data policies should exist and a “data controller” should be
identified.
Individual participation People should have the right to review their data, to challenge its cor-

rectness, and to have incorrect data changed.

Accountability A “data controller” should be responsible for ensuring that the
above principles are met.

Source: OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data,
pages 14-18, ©@2002.
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L egal Overview: The Privacy Act

rohibits U.S. government agencies from
oncealing the existence of any personal data
record-keeping system.

Secure Flight airline safety program

— Compares the names and information of 1.4 million
daily U.S. airline passengers with data on known or
suspected terrorists

— Violation of Privacy Act
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ey Privacy and Anonymity |ssues

dentity theft

‘Customer profiling

- Need to treat customer data responsibly
Workplace monitoring

~ « Spamming

 Advanced surveillance technigues
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ldentity Theft

heft of key pieces of personal information to gain
ccess to a person’s financial accounts *
Information includes:

- — Name

— Address

— Date of birth

— Social Security number

— Passport number

— Driver’s license number

— Mother’'s maiden name
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dentity Theft (continued)

astest growing form of fraud in the United States

Lack of initiative in informing people whose data
~was stolen

* Phishing
| — Attempt to steal personal identity data

— By tricking users into entering information on a |
counterfeit Web site

— Spear-phishing - a variation in which employees are
sent phony e-mails that look like they came from
high-level executives within their organization
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'E-mail Used by F

™ FBAY INC: PLEASE COMFIRM YOUR BAMKING DETAILS - Messape (HTHL) Elﬁ [El
OvReply fReplytoal W Forward &5 X a-w- 0 0
Fla Edt Yiew [neert Formst  Took  fActions  Help

Fromi eBay [support_id_4726Pebay. com) Sent: Thu 1/19/2006 9:30 AM
To: darescranbordDcharter rest

Cox

Subject:  EBAY INC: PLEASE CONFIRM YOUR BANKING DETAILS

ebY

Dear eBay Member,

We regret to inform vou that your eBay account could be suspended if yvou don't re-update your
account infarmation.

To resobve this problem please visit link below and re-enter yvour account information:

https. #signin ebay comiwsieBaviSAP | dII?SigninSsid=verifyBco partnerld=2&siteid=0

If your problems could not be resobed your account will be suspended for a period of 24 hours,
after this penod your account will be terminated

For the User Agreement, Section 9, we may immediately issue a waming, temporarity suspend,
indefinitely suspend or terminate your membership and refuse to provide our senices to you if
we believe that your actions may cause financial loss or legal liability for you, our users or us.
We may also take these actions if we are unable to verify or authenticate any information you
provide to us

Cue to the suspension of this account, please be advised you are prohibited from using eBay in
any way. This includes the registenng of a new account. Please note that this suspension does
not relieve you of your agreed-upon obligation to pay any fees you may owe to eBay

Fegards,

Safeharbor Departrment eBay, Inc

The eBay team

This is an automatic message, please do not rephy

FIGURE 4-3 E-mail used by phishers
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ldentity Theft (cbntinuéd)

pyware
— Keystroke-logging software
— Enables the capture of:
 Account usernames

* Passwords

e Credit card numbers

« Other sensitive information

— Operates even if an infected computer is not
connected to the Internet
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Consumer Prt)"]‘iling

ompanies openly collect personal information
bout Internet users

- Cookies

— Text files that a Web site puts on a user’s hard drive
so that it can remember the information later

e Tracking software

 Similar methods are used outside the Web
environment

« Databases contain a huge amount of consumer
behavioral data
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‘Consumer Profiling (cﬁntihued)' |

ffillated Web sites

— Group of Web sites served by a single advertising
network

- Customized service for each consumer
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eating Consumer Data Résponsi

trong measures are required to avoid customer
elationship problems

- Code of Fair Information Practices
1980 OECD privacy guidelines
- » Chief privacy officer (CPO)

— EXxecutive to oversee data privacy policies and
Initiatives
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Manager's Checklist for Treating
Consumer Data Responsibly

TABLE 4-3 Manager’s checklist for treating consumer data responsibly

Questions Yes No
Do vou have a written data privacy policy that is followed?

Can consumers easily view your data privacy poliey?

Are consumers given an opportunity to opt in or opt out of vour data poliey?

Do you collect only the personal information needed to deliver your product or
service?

Do you ensure that the information is carefully protected and
accessible only by those with a need to know? - S

Do vou provide a process for consumers to review their own data and make
corrections? T PR

Do you inform your customers if you intend to use their information for
research or marketing and provide a means for them to opt out? e PSR,

Have you identified a person who has full responsibility for implementing your
data policy and dealing with consumer data issues?
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Workplace Monitoring

mployers monitor workers
— Ensures that corporate IT usage policy is followed

- The law does not limit how a private employer
- ftreats its employees

— Public-sector employees have far greater privacy
rights than in the private industry

* Privacy advocates demand legislation

— To keep employers from infringing upon privacy "
rights of employees
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Spammihg

ransmission of the same e-malil message to a
arge number of people

Extremely inexpensive method of marketing
~ Used by many legitimate organizations
- * Can contain unwanted and objectionable materials
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Spamming' (cohtinued)

hen is it OK to spam?
— Spammers cannot disguise their identity

— There must be a label in the message specifying that
the e-mail is an ad or solicitation

— They must include a way for recipients to indicate
they do not want future mass mailings
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dvanced Surveillance Technolog

amera survelllance
— “Smart surveillance system”
Facial recognition software

— |dentifies criminal suspects and other undesirable
characters

— Yields mixed results

* Global Positioning System (GPS) chips
— Placed in many devices

— Precisely locate users
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